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[lnst o6ecriedeHHs 6e30MaCHOCTH EPCOHATBHBIX NAHHBIX NPH HX obpaboTke B
AH(OPMAIIHOHHBIX CHCTEMAX OCYILIECTBIIACTCH 3allMTa pedeBoii nHGOpMalMK i HHGOpPMaLHHY,
26paGaTeIBaeMO TEXHHYECKHMH CPEICTBAMH, @ TAKKe HH(OPMALUH, PEICTABISHHOM B BUJe
WH(MOPMATHBHBIX 3JIEKTPHYECKHX CHTHAJIOB, GU3HYECKHUX MOJIEH, HOCUTENEH Ha OyMaKHOH,

MarHUTHOM, MAarHUTHO-ONTHYECKOH H HHOH OCHOBE.

3. MeToab! ¥ crioco6bl 3allIMThl HHPOPMAaLMH B HHOOPMALIMOHHBIX CHCTEMaX
ycTaHaBiauBaroTcs PenepanbHOM Clly>X00H 10 TEXHHYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO
®enepanbHOH ciry:x60H 6e3onacHocTH Poccuiickoit @enepauuu B peaenax ux MoJHOMOYHHA.

JloCTaTOYHOCTE MPUHATHIX MEP 10 obecnedeHNIo 6€30MacHOCTH EPCOHANBHBIX JAHHBIX TIPH
ux 06paboTke B HHGOPMAIIMOHHEBIX CHCTEMaX OLIEHUBAETCS [IPU MPOBEIEHHH

rocyJapCTBEHHOI'O KOHTPOJISL U HaA30pa.

4. Pa6oTsl 10 06eCcrieueHUI0 6€30MaCHOCTH EPCOHANBHBIX JAHHBIX IIPU HX 06paboTKe B
HH()OPMAIIMOHHBIX CUCTEMAX SABISAIOTCS HEOTHEMIIEMOM YaCTHIO paboT MO CO3JaHMIO

HH(OPMAIIHOHHBIX CHCTEM.

5. Cpexctsa 3a1uThl HHPOPMAIMH, IPHMEHsEMbIE B HHYOPMALIHOHHBIX CHCTEMAX, B
YCTaHOBJIEHHOM ITOPSIIKE IIPOXOMAT NPOLEAYPY OLIEHKH COOTBETCTBHSL.

6. MudopMaiOHHbIE CHCTEMBI KIaCCHPUIMPYIOTCS FOCYJapCTBEHHEIMH OpraHaMH,
MYHHIUNIATEHBIMH OPI'aHaMH, IOPUANYECKAMH WIH (PH3HIYECKUMH JTUI[aMH, OPraHU3yIOIIMMU H
(MTH) OCYILECTBIIAIOIIMMHU 00pabOTKY MEPCOHANBHBIX JaHHBIX, & TAK)KE OMpeAeIIIOMUMH LeNH
4 coziep)kaHue 00pabOTKU NepCOHANBHEIX AaHHBIX (Jajiee - OIepaTop), B 3aBUCUMOCTH OT
o0BpemMa 06pabaThIBa€MbIX UMH II€PCOHANBHBIX JaHHBIX U YTPO3 6€30MaCHOCTH KU3HEHHO

BaXXHBIM HHTEpECaM JIMYHOCTH, 06H.I€CTBa H rocyaapcTna.

IMTopsmok mpoBeeHUs K1acCUUKAIMU HHHOPMAIHOHHBIX CUCTEM YCTaHABIMBAETCS
coBMecTHO DerepalibHOM CITyK00H 110 TEXHUIECKOMY M 3KCIIOPTHOMY KOHTPOJIIO,
®enepanpHOii ciyx060ii 6e3onacHocTH Poccuiickoit enepaunu # MUHKHCTEPCTBOM

MH(pOPMAIHOHHBIX TEXHOJIOTHH M CBA3H Poccuiickoii Penepanuy.

7. O6MeH NepCOHATBHBIMH JaHHBIMHU IIPH X 00paboTke B MHYOPMAI[MOHHBIX CHCTEMAX
OCYIIECTBIAETCS 110 KaHAJIaM CBS3H, 3alllMTa KOTOPhIX 00ECIIEYMBAETCS ITyTEM PEealU3alluii
COOTBETCTBYIOLIMX OPraHU3al[MOHHBIX MEp M (WJIH) ITyTeM IPUMEHEHHUS TEXHUYECKHUX CPEICTB

8. Pa3Memenne HHGOPMALIHOHHBIX CHCTEM, CHIE[IMAIBHOE 000pyI0BaHHE M OXpaHa
NOMeLIeHHH, B KOTOPBIX BeZeTcs paboTa ¢ NEPCOHABHBIMM JIAHHBIMH, OPraHU3alHs pexuMma
obGecrieyeHns 6€30MaCHOCTH B 3THX IMOMEIIEHHUAX JOJDKHBI 00€CIeYnBaTh COXPAHHOCTh
HOCHUTeJIel TepCOHANBHBIX JAHHBIX U CPEJCTB 3aIUTEl HHYOPMALIMH, & TaKXKe UCKII0YaTh
BO3MOYKHOCTb HEKOHTPOJIHPYEMOTO IPOHUKHOBEHUS MIIH NIPEOBIBAHMUS B 3THX MOMELICHUSX

INIOCTOPOHHHUX JIHLI.

9. Bo3mMoxHBIE KaHaJIBI yTeYKH HHQOpMaLHH IpU 06paboTKe MEPCOHATIBHBIX TaHHBIX B
HH(POPMAIIMOHHBIX CHCTeMax onpeenstorcs PenepanbHoM CITy>x00¥ 110 TEXHUYECKOMY U
3KCIIOPTHOMY KOHTpOJIIO U ®PeiepanbHoii ciyx60# 6€301acHOCTH Poccuiickoit @enepallui B

rpeaenax ux NOJHOMOYHH.



(GopMallHOHHOH CHCTEME

10. Be30nacHOCTh MEpCOHANBHBIX JaHHBIX IIPH UX 06paboTke B HH
KOTOpOMY Ha OCHOBaHHH JI0r0BOpa orepaTop ropy4aer

obecreuuBaeT onepaTop WY JTKLO,
(manee - YIIOJJTHOMOYEHHOE nuno). CyiiecTBEHHbIM

06paboTKy MEPCOHANBHBIX JaHHBIX
MOUEHHOTO JIHIIa 00eCTIeYuTh

yCIIOBHEM JIOTOBOpA ABIAETCS 00513aHHOCTH YIIOJHO
KOH(HAEHLHATBHOCTE MEPCOHAIBHBIX J[@HHBIX ¥ 6€30MaCHOCTb [EPCOHATBHBIX IaHHBIX MpH HX

o6paboTke B HH(pOPMALMOHHOH CUCTEME.
pMaLHOHHOH CHCTEME JJOJKHO OBITH

11. TIpu 06paboTKe NepCOHAIBHBIX TAaHHBIX B HHOO

obecrieueHo:
eHHBIX Ha IMpeJOTBPALCHHE HeCaHKIIMOHUPOBaHHOI'O

a) poBeIeHHe MEPONPHUATHH, HAalpaBI
1) epeaayr UX HLaM, He HMEIoIMM MpaBa JocTyIa

JOCTyIa K TIepCOHAIBHBIM TaHHBIM U (1
K Takoi HH(pOpMAalLIHH;
6) cBoeBpeMeHHOe 00OHapy keHHe (aKkTOB HeCAHKIMOHUPOBAHHOTO JIOCTYTIa K TIepCOHATbHBIM

JIaHHEIM;
B) HeZIOIyIIEHHe BO3AEHCTBUS HA TEXHUYECKUE CPE/CTBA ABTOMATH3UPOBAHHOH 06PabOTKH
IepCOHAJIBHBIX JAaHHBIX, B Pe3yJbTaTe KOTOPOro MOXKET 6BITH HAPYIIEHO UX

(YyHKIIHOHHPOBAHHUE;
I') BO3MOXHOCTh He3aMeIJTUTeIbHOI0 BOCCTAHOBJIEHHUS IEPCOHAIBHBIX IaHHBIX,
MO/IM(UIUPOBAHHBIX HIIH YHHYTOXEHHBIX BCIIEICTBAE HECAHKIIMOHUPOBAHHOTO IOCTYIIA K
HUM;

1) IOCTOSTHHBIN KOHTPOJb 3a 00ecIieYeHHeM YPOBHSI 3aIHIIEHHOCTH IIEPCOHANBHBIX NaHHBIX.

12. MeponpusTHs 00 obecrnedeHrto 6e30MacHOCTH MEPCOHANBHBIX NAHHbIX TIPH HX obpaboTke

B HH()OPMAIIMOHHBIX CUCTEMaX BKIIFOYAIOT B cebs:

a) ompeie/IeHHe yrpo3 6€30MacHOCTH IIePCOHATBHBIX JaHHBIX P HX obpaboTke,
¢GopMHupoBaHUe Ha KX OCHOBE MOJIENH yIpoO3;
6) pa3paboTKy Ha OCHOBE MOJIEJH YTPO3 CHCTEMBI 3allUThI IEPCOHANBHBIX JIaHHBIX,

oOecreynBaromen Heﬁrpann3aunfo Mpearnojiara€Melx yrpo3 ¢ HCII0JIb30BAHUEM METOJAOB H
CIOCOOOB 3aIIUTHI NIEePCOHAIBHBIX JaHHBIX, IIPEAYCMOTPEHHBIX A1 COOTBETCTBYIOIIETO KilacCa

UH()OPMALIHOHHBIX CUCTEM,

B) IIPOBEPKY T'OTOBHOCTH CPEACTB 3allIUThI PIH(bOpMaHPII/I K UCIIOJIB30BaHHIO C COCTABJICHHEM
3aKJIFOYEHUH O BO3MOXHOCTH UX IKCINTyaTallhH,

I) yCTAaHOBKY U BB?}I B OKCILTyaTallMIO CPEACTB 3aIlUTH HHPOPMAIIHH B COOTBETCTBHH C
IKCINTyaTallAOHHON ¥ TEXHUYECKOM TOKyMEHTallUeH;

) o6y4eHue JIULI, HCTIONB3YIOLINX CPEACTBA 3AIUTEH HH()OPMALIUK, IPUMEHSIEMBIE B
MH(QOPMAIIHOHHBIX CHCTEMAaX, IIPaBUIaM paboTEl C HUMUY;

€) y4eT nn
HZ)ZHMCH PHMEHSEMBIX CPEJICTB 33mn’r51 MH(OpPMaLNH, 3KCIUTYaTallHOHHOM ¥ TEXHUYECKOM
YMEHTALMK K HUM, HOCUTENEH IepCOHAIBHBIX JaHHEIX;
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reHHBIX K paboTe ¢ nepcoHaNbHBIMA TaHHBIMH B HHOOPMAIHOHHOH

16 32 co6MOACHHEM YCJIOBHH HCIIOJIB30BaHUsA CPEICTB 3aLHTHI nH(opMaLuy,
3) KOHTPO g SKCILTYyaTallAOHHOH H TeXHHYECKOH JTOKYMEHTAlLHEeH;

HpaTeJIBCTBO J cOCTaBJIEHUE 3aKIIIOYeHHH 1o GakTaM HecoOII0IeHUs YCIOBUH
Hocmeneﬁ epCOHANBHBIX JIAHHBIX, HCTIO/Ib30BAHNU CpeACTB 3alLHTBI UH(OpMalLIHH,

e MoryT npHUBECTH K HapyLIEHUIO KOH(UIEHLMATBHOCTH NI€PCOHATILHBIX JIaHHBIX UJIA
xoToP® [eHHsM, TPHBOISIINM K CHIKEHUIO yPOBHS 3alIMLIEHHOCTH MEPCOHATBHAIX
aGOTKY M IPHHATHE MEp IO IpeOTBPAIEHAI0 BO3MOXHBIX OMACHBIX

o cTBH [10IOOHBIX HapyLIeHHH;

K) onucanue CHCTEMBI 3allATHI IIEPCOHANBHBIX TAHHbIX.

13. i paapaGOTKH ¥ OCYIIECTBICHUS MEPONPUATHH IO obecreyeHUI0 0e30MacHOCTH
Hepcoﬂaﬂbﬂmx JaHHBIX MIPH MX obpaboTke B HUHGPOPMALIMOHHOH CUCTEME OIepaTopOM HIIH
ynonHoMo'{eHHHM JIMIIOM MOJKET Ha3HauaThCsl CTPYKTypHOE T0JpasfecHue Hi
JOIDKHOCTHOE JIUII0 (pabOTHHK), OTBETCTBEHHBIE 32 obeciieueHre 0e30IacHOCTH

I'IepCOHaJ'II:HBIX JaHHBIX.

14. JIuia, JOCTYII KOTOPBIX K MEPCOHATBEHBIM NaHHBIM, 00pabaTEIBa€MBIM B HHd)opmauHOHHoﬁ
crcTeMe, HeOOXOMM JULs BBITIOJIHEHHA CIty’KeOHBIX (TPYAOBBIX) 00513aHHOCTEH, JOITYyCKarOTCs
K COOTBETCTBYIOIIMM IIEPCOHANBHBIM JAaHHBIM Ha OCHOBAHHH CIIHCKA, yTBEPKJICHHOIO
OTepaTOPOM HJIH YITOMTHOMOYEHHBIM JTHIIOM.

15. 3ampocsl oJp30BaTeNell HHPOPMALHOHHOH CUCTEMBI Ha TIONY1CHNE HEpCOHATIBHBIX
JIaHHBIX, BKJIFOYasl JIUL], YKa3aHHBIX B InyHKTe 14 HacTOAIIEro TMonoxenus, a Takxke HaKThl
IpeIoCTaBIeH s IEPCOHATIBHBIX TAHHBIX [0 3TUM 3aIpocaM PErHCTPUPYIOTCS
aBTOMATH3MPOBaHHBIMH CPEJICTBAMHU MH(OPMALIMOHHON CHCTEMBI B 3JIEKTPOHHOM XKypHaie

" o6pamenuit. ComepxaHne dJ1E€KTPOHHOT0 ’XypHasa oGpalleHnH IepHOAIECKH NPOBEPSLSTCS
COOTBETCTBYIOLMMH JOJDKHOCTHBIMU JIMIIAMH (pabOTHHKAaMH) OTlepaTopa Uik
YIIOJJTHOMOYEHHOI'O JIUIIA.

16. IIpu o6HapyKeHHH HapyLICHUH Hopska TIpeI0CTaBJICHHs! IEPCOHATIBHBIX NaHHBIX
OTIEpaTOp WK YIIOMHOMOYEHHOE JIHUI0 He3aMeUTUTENILHO NPHOCTAHABIUBAIOT NPEIOCTABICHHE
TNIEPCOHANBHBIX JAHHBIX N10J1b30BaTEIIAM MH(OPMALMOHHON CUCTEMBI JI0 BBIABJIEHHS NIPHIHH
HapyLIeHUHA ¥ yCTPAHEHUs ITUX IPUINH.

17. Peamisauus TpeGoBaHHii o 0GecIIedeHH 0 6e30MacHOCTH uH(OpMaIUH B CPEACTBAX
3aIMTH HHGOPMALKMK BO3JIaraeTcs Ha X pa3paboTIUKOB.

B orHomenwy pazpaGoTanHbx muppOBATBHBIX (kpurnTorpaMUECKHX) CPEACTB 3aIHTHI

2‘;‘%)%2’;‘2;1:2 TIpe/IHa3HAYEHHBIX U181 OGecTiedeH s 6e30acHOCTH IIEPCOHANBHBIX TAHHBIX TIPH

A 2 :eHH(bOPMaHHOHHBIX cHcTeMax, MPOBOAATCA TEMATHYCCKHE UCCIICIOBAaHUA U

e :(;mqecme JMICCIIeIOBAHMs B LIeNsX [IPOBEPKH BINONHEHHUs TpeGoBaHMUii 110

ot I;>pMa1_uzn/1. TIpy 5TOM MO/l TEMAaTHIECKHMMH HCCIIE0BAHUAMH TOHUMAIOTCA

ity HH(bOpMam? MH)KeHepHO-KpUNTorpadyyecKue U CrelMaIbHbIe HCCIIeJOBAHHUS CPECTB
¥ ¥ ClienpalIbHble paboThl C TEXHMIECKMMH CpeICTBaMH




19. K cpeacTsaM 3alMTE] HHQOPMAIWY, npennaskadensm

nepCOHaﬂbHHX JAHHBIX MIPH HX 06paboTke B I/IH(I)OPMaLII/IOHIf}jm obecnieyenus Gesomacrocts
npasiid [10/1530BAHHS STHMH CPEJICTBAMH, COTTIACOBAHHbIE ¢ cg( CHCTeMaXL HpHiaraiotcs
TexHHYecKOMY H 3KCIIOPTHOMY KOHTPOIIO U DenepainbHoii ¢ eléepvanbnon CIIyx00# 1o
poccuiickoil Penepallii B MPENIENax UX TONTHOMOYHI. R

Vi3MeHeHHe YCIOBHH IPUMEHEHMS CPENICTB 3aIUThl MHGOPMAIMH, IPEXYCMOTpe
/Ka3aHHBIMU TIPABAJIAMH, COTJIACOBBIBACTCS C STUMH (eNlepalbHEIMU Opra TPEHHBIX
ACTIOJIHATEIIGHOM BIIACTH B MpeJieNiaX UX MOJTHOMOYMI prova

20. CpencTsa 3aiMThl HHGOPMAIUHY, TIpeIHa3HAYeHHbIE I 00eCTeYeH s 0e30MmacHOCTH

lIepcommbm,lx JAHHBIX [IPU UX 00paboTKe B MH(YOPMAIMOHHBIX CUCTEMAX, TIOJUIEHKAT Y4eT

FICHOJIB?;OBaHI/IeM MHIEKCOB MY YCJIOBHBIX HAMMEHOBaHUH 1 perucrpannc;nﬂbm HOMCi)OB |

Cl)epeqem; HHIEKCOB, YCJIOBHBIX HAMMEHOBAHUI ¥ PETMCTPALOHHBIX HOMEPOB onpene.mé

cney);e(:gzglbé{;i s:yxcGoifl 1o TCXEII/I‘JCSKOM}’ 1 SKCTIOPTHOMY KOHTpOITto i PenepanbHOn
cHocTy Poccuiickoil Deaepalui B Ipeienax uX MOTHOMOUHHA.

peau3alii H SKCITyaTalHi 1M GpOoBaIbHE
MaLMHM | TIpeJoCTaBIeHUs yCIyT 1o
6paboTke B MH(OPMAITHOHHBIX CHCTEMAX
cuiickoi denepauHH.

?:ﬁlgri(;?‘:}:&)?gm Pa3pa0OTKH, MPOH3BOACTEA,
UMpoBaKHIo neCKnx) Cpe/ICTB 3aIUThl HHPOP
)’CTaHaBnHBa}oTepCOHanBHBIX JIAHHBIX [P UX O

s QenepanpHOM ciyx6o# GezonacHocTH Poc



